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Stage 2: Analyse Your Organisation 
 
The Business Impact Assessment is the cornerstone of business continuity. It is the second 
stage of the Business Continuity lifecycle as specified in BS25999. 

 
In order to develop a Business Continuity Plan you need to have a thorough understanding 
of your organisation. This involves:-  
�  knowing your critical activities, the effect of those activities being disrupted and the priority 

for recovery of those activities; and  
  
�  Knowing what events could disrupt your critical activities and lead to a failure of your 

organisation.  
 
This process is known as a Business Impact Analysis. This first part of this document gives 
information on the mechanics of performing a BIA, the second part gives you templates to 
use. You should amend these to suit your particular organisation. 
 
 

Step 1: Assess the Critical Activities 
 
Examples of Critical Activities are:-  
• Sales  
• Goods in  
• Manufacturing  
• Distribution  
• Marketing  
• Staff wages  
• Customer queries  
• IT 
 
You may not be able to recover all of sales so look to see what part of this service is 
particularly critical. Do the same with the others. You should consider the impact of each 
critical activity on the survival of your organisation and how quickly each activity must be re-
established. Typical categories of impact are: Low, Medium, High and Catastrophic. Typical 
time spans for re-establishing activities are: 24 hours, 2 – 3 days, up to 1 week, 1 – 2 weeks 
and more than 2 weeks.  
 
For example, disruption to the sales activity could have a high or catastrophic impact as 
follows:-  
First 24 hrs  
• Unhappy customers  
 
2 – 3 days  
• Loss of some customers to competitors  
• Cash flow problems  
 
Up to one week  
• Unable to pay staff and/or suppliers  
 
 



1 – 2 weeks  
• Write-off off of unsold stock  
 
Over 2 weeks  
• Serious financial problems  
• Loss of reputation  
 
We recommend that having done this exercise, you list your critical activities in priority order. 
A matrix is provided in the template for this.  

 
Step 2: Determine the minimum resource requirements. 
 
For each critical activity, you should now list the resources required for recovery, such as:-  
�  the number of staff needed and any particular individuals or skills or knowledge,  
�  the amount of building space required for the operation,  
�  any particular building that your critical activities could be relocated to, 
�  any particular plant, equipment and materials required , 
�  any particular information, data or it required, 
�  Key external organisations you may depend on such as suppliers. 
 
�
Step 3:  Assess the Threats  
 
The list below includes typical hazards that may affect the operation of your organisation. 
You need to assess the level of risk associated with each one. Risk assessment includes 
both the likelihood of the threat happening and the impact it could have.  
�  fire  
�  loss of key personnel  
�  loss or denial of access to your premises  
�  floods and severe weather  
�  computer failure or loss of data  
�  fuel crisis  
�  bomb threat  
�  loss of utilities (e.g. power, water, gas or telephones).  
�  failure of critical suppliers  
 
Likelihood can be assessed as follows:-  
F = Very High (1 year)  
E = High (5 years)  
D = Significant (10 years)  
C = Low (25 years)  
B = Very Low (50 years)  
A = Negligible (100 years)  
 
Impact can be assessed as follows:-  
4 = Catastrophic  
3 = Critical  
2 = Marginal  
1 = Negligible  
 



By plotting the threats on the risk matrix in the template, you can prioritise your actions in the 
next stage.  
 
 
A Worked Example  
 
For a retail business in the High Street in Hadleigh, two threats that might be identified are 
flooding of the premises and a bomb exploding.  
 
Both would have a critical impact on the business (score 3), but as  Hadleigh High Street is 
located in the flood plain of the River Brett, there is a much higher likelihood of flooding 
(score D) than a bomb exploding (score B).  
 
When plotted on the risk matrix, it is clear that the risk of flooding should be planned for 
before the risk of a bomb exploding.  
 
When assessing likelihood and impact, you should consider:-  
 Has it happened before?  
 What would be the disruption?  
 What is being or has been done to prevent it happening?  
 What do your staff think?  
�
 
Below are some templates to help you fill in the BIA. For further information look on the 
Suffolk Resilience web site www.suffolkresilience.com following the link to Business 
Continuity.



 

Business Impact Analysis 
 
Critical Activity Analysis 
 

Critical Activity Impact Recovery Time 

   

   

   

   

   

   

   

   

   

   

 
Impact: Low, Medium, High and Catastrophic  
 
Recovery Time: 24 hours, 2 – 3 days, up to 1 week, 1 – 2 weeks and more than 2 weeks. 
 
The matrix below can be used for setting your critical activities in priority order and can be 
changed to suit your organisation 
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Resource Requirements for Recovery 
 

Time People Premises Hardware  Software dependencies 

First 24 hours 

 
 
 
 
 

 

   

2 – 3 days 

 
 
 
 
 

 

   

Up to 1 week 

 
 
 
 
 

 

   

1 - 2 weeks 

 
 
 
 
 

 

   

Over 2 weeks 
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Threat Analysis 
 

Key Threats Potential Triggers What would be affected Current Mitigation 

    

    

    

    

    

    

    

    

    

    

 
Likelihood: F = Very High (1 year); E = High (5 years); D = Significant (10 years);  C = Low 
(25 years);  B = Very Low (50 years);  A = Negligible (100 years). 
 
Impact: 4 = Catastrophic: 3 = Critical: 2 = Marginal:1 = Negligible 
 
 
By plotting the threats on the risk matrix below, you can prioritise your actions in the next 
stage. 
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Threat Priority List 
 
 

Priority Threat Impact Likelihood Risk Score 
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Stage 2: Analyse Your Organisation 
 
The Business Impact Assessment is the cornerstone of business continuity. It is the second 
stage of the Business Continuity lifecycle as specified in BS25999. 

 
In order to develop a Business Continuity Plan you need to have a thorough understanding 
of your organisation. This involves:-  
�  knowing your critical activities, the effect of those activities being disrupted and the priority 

for recovery of those activities; and  
  
�  Knowing what events could disrupt your critical activities and lead to a failure of your 

organisation.  
 
This process is known as a Business Impact Analysis. This first part of this document gives 
information on the mechanics of performing a BIA, the second part gives you templates to 
use. You should amend these to suit your particular organisation. 
 
 

Step 1: Assess the Critical Activities 
 
Examples of Critical Activities are:-  
• Sales  
• Goods in  
• Manufacturing  
• Distribution  
• Marketing  
• Staff wages  
• Customer queries  
• IT 
 
You may not be able to recover all of sales so look to see what part of this service is 
particularly critical. Do the same with the others. You should consider the impact of each 
critical activity on the survival of your organisation and how quickly each activity must be re-
established. Typical categories of impact are: Low, Medium, High and Catastrophic. Typical 
time spans for re-establishing activities are: 24 hours, 2 – 3 days, up to 1 week, 1 – 2 weeks 
and more than 2 weeks.  
 
For example, disruption to the sales activity could have a high or catastrophic impact as 
follows:-  
First 24 hrs  
• Unhappy customers  
 
2 – 3 days  
• Loss of some customers to competitors  
• Cash flow problems  
 
Up to one week  
• Unable to pay staff and/or suppliers  
 
 



1 – 2 weeks  
• Write-off off of unsold stock  
 
Over 2 weeks  
• Serious financial problems  
• Loss of reputation  
 
We recommend that having done this exercise, you list your critical activities in priority order. 
A matrix is provided in the template for this.  

 
Step 2: Determine the minimum resource requirements. 
 
For each critical activity, you should now list the resources required for recovery, such as:-  
�  the number of staff needed and any particular individuals or skills or knowledge,  
�  the amount of building space required for the operation,  
�  any particular building that your critical activities could be relocated to, 
�  any particular plant, equipment and materials required , 
�  any particular information, data or it required, 
�  Key external organisations you may depend on such as suppliers. 
 
�
Step 3:  Assess the Threats  
 
The list below includes typical hazards that may affect the operation of your organisation. 
You need to assess the level of risk associated with each one. Risk assessment includes 
both the likelihood of the threat happening and the impact it could have.  
�  fire  
�  loss of key personnel  
�  loss or denial of access to your premises  
�  floods and severe weather  
�  computer failure or loss of data  
�  fuel crisis  
�  bomb threat  
�  loss of utilities (e.g. power, water, gas or telephones).  
�  failure of critical suppliers  
 
Likelihood can be assessed as follows:-  
F = Very High (1 year)  
E = High (5 years)  
D = Significant (10 years)  
C = Low (25 years)  
B = Very Low (50 years)  
A = Negligible (100 years)  
 
Impact can be assessed as follows:-  
4 = Catastrophic  
3 = Critical  
2 = Marginal  
1 = Negligible  
 



By plotting the threats on the risk matrix in the template, you can prioritise your actions in the 
next stage.  
 
 
A Worked Example  
 
For a retail business in the High Street in Hadleigh, two threats that might be identified are 
flooding of the premises and a bomb exploding.  
 
Both would have a critical impact on the business (score 3), but as  Hadleigh High Street is 
located in the flood plain of the River Brett, there is a much higher likelihood of flooding 
(score D) than a bomb exploding (score B).  
 
When plotted on the risk matrix, it is clear that the risk of flooding should be planned for 
before the risk of a bomb exploding.  
 
When assessing likelihood and impact, you should consider:-  
 Has it happened before?  
 What would be the disruption?  
 What is being or has been done to prevent it happening?  
 What do your staff think?  
�
 
Below are some templates to help you fill in the BIA. For further information look on the 
Suffolk Resilience web site www.suffolkresilience.com following the link to Business 
Continuity.



 

Business Impact Analysis 
 
Critical Activity Analysis 
 

Critical Activity Impact Recovery Time 

   

   

   

   

   

   

   

   

   

   

 
Impact: Low, Medium, High and Catastrophic  
 
Recovery Time: 24 hours, 2 – 3 days, up to 1 week, 1 – 2 weeks and more than 2 weeks. 
 
The matrix below can be used for setting your critical activities in priority order and can be 
changed to suit your organisation 
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Resource Requirements for Recovery 
 

Time People Premises Hardware  Software dependencies 

First 24 hours 

 
 
 
 
 

 

   

2 – 3 days 

 
 
 
 
 

 

   

Up to 1 week 

 
 
 
 
 

 

   

1 - 2 weeks 

 
 
 
 
 

 

   

Over 2 weeks 
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Threat Analysis 
 

Key Threats Potential Triggers What would be affected Current Mitigation 

    

    

    

    

    

    

    

    

    

    

 
Likelihood: F = Very High (1 year); E = High (5 years); D = Significant (10 years);  C = Low 
(25 years);  B = Very Low (50 years);  A = Negligible (100 years). 
 
Impact: 4 = Catastrophic: 3 = Critical: 2 = Marginal:1 = Negligible 
 
 
By plotting the threats on the risk matrix below, you can prioritise your actions in the next 
stage. 
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Threat Priority List 
 
 

Priority Threat Impact Likelihood Risk Score 
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